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1. #UEREE

1.1 ER B (Entity-Relationship Diagram)
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it (Database Schema)

users

int id

PK

string | username

\mmem

has

messages
. R sends_notifications
bigint id PK
int sender_id FK | Nullable
int receiver_id FK / user_devices
int app_id FK | Nullable int id PK
enum type MESSAGE | NOTIFICATION int user_id FK
enum content_type TEXT | IMAGE | VIDEO | FILE string device_token Unique per User
string title string platform ios | android | harmony
text content JSON or String datetime | last_active
string action_url SSO Link
bool is_read
datetime | created_at
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applications
int id PK
string | app_name
string | app_secret
maps_users

app_user_mapping
int id PK
int app_id FK
int user_id FK
string | app_user_id User ID in 3rd party app
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e idx_receiver_id: (receiver_id) - IER‘FEVEE"EH
e idx_sender_id: (sender_id) - NIER“FKAZIXAVEHEEH

e idx_app_id: (app_id) -FITNBRIXE

1.2.2 A& (user_devices )
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RNZAZEAY: TEXT, IMAGE, VIDEO, FILE
HERA FAAETERR—HHIHE)

HERAR. ZRELEFME JSON FIH
(80 {rurlv:v...v, "size":1024})

RGP TR (BE S SSO Ticket)
BRARIRHI S (WN"AEEHL")

BEERE (0:R1%, 1:E)

BT 8]

521328 18]

¥ EH
T
XEAF ID

" & #EX Token (%0 APNs Token)

N .
‘**3: ios, android, harmony

&R (90 "iPhone 13")
= =PI SN NI



£9R:

® ug_user_device : UNIQUE(user_id, device_token)

2. ORI

REAGRA RAINERE (Hybrid Auth), ENZFEAFIRENE=FRRIER.

2.1 AR

A. FBP3AIE (User Context)

o BERWR: %ohin/Weblin AP ZXFAE. BRHEER.
o M#: HTTP Header Authorization: Bearer <JWT_TOKEN>
o B{f: fEMT JWT 3REX current_user X%,

B. R AIAIE (Application Context)

« iEAYR: OAERP FERASIFRROLEIS
o ##F: HTTP Headers & &1k,

o X-App-Id: [ ID

o X-Timestamp : u:"lﬁ_f]ETIEﬂEjZ (ﬁﬁﬂ:ﬁﬁiﬁ&)

o X-Sign:EHAFHIH
- BREE: MD5 (app_id + timestamp + app_secret)

o B{f: IIEBIIEIREY current_app X Ro

B,

2.2 PRIz HIFEP%

121F EOREF R (User) R FZF3 (App) 1P
NV & niF .
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EixiEH POST /messages/ X HEF (type=NOTIFICATION)
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o NIREIFE W
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3. APl #E0O0E X (APl Reference)

Base URL: /api/vi

3.1 ;JHE &KX (Send Message)
SR A E R BRI — % O,

* Endpoint: posT /messages/
« Auth: User Token 3% App Signature
* Request Body:

>3 €21 EKE IR L)

receiver_id int it EKER—FFID (5 app_user_id Zi%k—)
app_id int priyi=] N FEID (&M app_user _id MIWALE)
app_user_id string i il F=AHWBRAKS (FERBIIMST)

type string = MESSAGE BY NOTIFICATION

content_type string 2 TEXT , IMAGE , VIDEO , FILE

title string = iyl

content string/json =2 NARNBH X HTcE3E JSON

action_url string £ [RIa ki ez

action text string S FRHIX R

auto_sso bool S 2EBEE SSO BkEE (BRIAA False)
target_url string ES # auto_sso=true , It AEFRLZLIEEIR URL

« Example Request (BZF & i%@4%0):



"app_id": 1e1,

"app_user_id": "zhangsan_oa",

"type": "NOTIFICATION",

"content_type": "TEXT",

"title": "OAWHLIEEE",

"content": "MH — B BIIRET AL,
"auto_sso": true,

"target_url": "http://oa.example.com/audit/123",
"action_text": "ILHJAbEE"

* Response (200 OK):

"id": 501,

"type": "NOTIFICATION",

"content": "MH —BBIIRET AT AL,

"action_url": "http://api.platform.com/api/v1l/auth/sso/jump?app_id=101&redirect_to=...",
"created_at": "2026-02-23T10:00:00"

3.2 3XEYEiEFIE (Get Conversations)
RRNUF AP NAERATIR CEOMEET).

e Endpoint: GET /messages/conversations
e Auth: User Token Only
e Response: List of Conversations



{
"user_id": @,
"username": "System",
"full _name": "ZRZiEH",
"unread_count": 5,
"last_message": "IEMIEIGCEE",
"last_message_type": "TEXT",
"updated_at": "2026-02-23T10:05:00"
¥
{
"user_id": 102,
"username": "13800138000",
"full name": "Z=PU",
"unread_count": 0,
"last_message": "[IMAGE]",
"last_message_type": "IMAGE",
"updated_at": "2026-02-22T18:30:00"
}

3.3 FRENHIIRICR (Get History)

e Endpoint: GET /messages/history/{other_user_id}
e Params:
o other_user_id : XA AFID (0 KERASER)
o skip : 7 DURFZ (BAIAO)
o limit : Z%L (BAIN50)
* Response: List of Messages

3.4 HEIRSER

d 'a?éﬂ)lslei‘;‘é?& GET /messages/unread-count

o IRICERFBIE: puT /messages/{message_id}/read
o IRIEEEPEIE: puT /messages/read-all

o MIPRES: DELETE /messages/{message_id}

3.5 Xf* L& (Upload)

Endpoint: PoST /messages/upload
Content-Type: multipart/form-data
Form Field: file

Response:



"url": "messages/1/2026/02/uuid.jpg",
"filename": "image.jpg",
"content_type": "image/jpeg",

"size": 50200

AE RO url Z MinlO R Key, &iXHERRAELE JSON A content &KiXo

3.6 SSO k¥ (SSO Jump)

Endpoint: GeT /auth/sso/jump

Params:
o app_id : B¥sNF ID
o redirect_to: B2 PREE3E
B8 WITE RS > &Rk Ticket -> 302 Bk%E| AppCallbackUrl?ticket=...&next=redirect_to o

4. WebSocket S8

URL: ws://{host}/api/v1l/ws/messages
Query Param: token={JWT_TOKEN}

Events:
o Server -> Client:

{

"type": "NEW_MESSAGE",

"data": {
"id": 502,
"sender_id": 102,
"title": "FHE",
"content": "...",
"content_type": "TEXT",

"created_at": "

o Client -> Server:

= ping: DEEE, ARZSEREIE pong o



5. EENX

MessageType

e MESSAGE : EEAHFFAE
° NOTIFICATION : ZR%%/N FRIEH

ContentType

TEXT : 407K
IMAGE : B
VIDEO : {4
FILE : E@X 1



