UAP Z4Gix4Ei5PA (ER Bzh{bifEisR)

AHYIRITRRES, #IRUAI7E L 53 RSP Unified Authentication Platform (UAP, —iAMEER). IR ENAENERXTR: BETIES. &
F. SSO0. APENSMEIRY. HERE (RABMS &),

THINE

TRBIAR:

e https://api.hnyunzhu.com/api/vl X7 UAP_API_BASE (4 =IFIEZ—IAIE API);

® app_demo_001 . your_app_secret . eyJhbG... F RGO, %gﬁj}ﬁ;fﬁ,

o sign MIRE 4 DEEANTHEFEIN 64 (I NE+/#HFIFRE, THIEMA deadbeef... HRKRT, FHEEZEEFIER;
o BYIEEL 1710000000 XM, VAFRIFEEEAHET Unix 7,

1. FIRE ik

TEZ aX ARt
UAP_API_BASE HTTP(S) API 1RE&TE, MMEEhRAFIZ /api/vi https://api.hnyunzhu.com/api/vl
UAP_WEB_BASE APAESRLEERLER (ATFHEER; £BES APIREM) https://api.hnyunzhu.com

TXFrEZORFIIEXNTF vap_ar1_BAse %, {40 UAP_API_BASE + /simple/login — https://api.hnyunzhu.com/api/vl/simple/login o
BkELEROIEA uAP_WEB_BASE :

e PC: {UAP_WEB_BASE}/login?app_id=<APP_ID>
o TGhlK H5: {UAP_WEB_BASE}/mobile/login?app_id=<APP_ID>

2. WiERIRECE

£ UAP EXEEAtIZNARE, FlREHR2REUTER:

[y 40 L]
APP_ID MAMIMFIR (FRFH, 90 app_xxxxxxxx )
APP_SECRET FAF HMAC-SHA256 %%, (RAWELSRSHER, B A\FIRHEF i
APP_ACCESS_TOKEN MW ARIE<hE, BT M2M 0 (HTTP Header: X-App-Access-Token )
REDIRECT_URIS ERNAFEENEIEMILYR; Redirect SSO. sso-login . exchange ZFRAZMKH S AL

Ak BERTRE OIDC i, i£5 OIDC BEFHEE (X FEH OIDC £7iE) o

A WEHIEE (RIEEE)

SRERERY, BEEREM UAP BIEEARIMEENTR (RHTEHHERIEEREXHHN L), App Secret (URTFERSIH, ZIRZIMBEEN
B, TS API/ Aiintiitit Bt URIEFIMRIAS ; BREEAMIINREE, Hevkinitbit,

N

e TER (3i) HE
AP| 1Rtk UAP_API_BASE https://api.hnyunzhu.com/api/v1

BRI R AR ML UAP_WEB_BASE https://api.hnyunzhu.com



e TER (B "5

App ID APP_ID
App Secret APP_SECRET
Access Token (RZFEiAIR1<HE) APP_ACCESS_TOKEN
PiEA:

o AppID. App Secret: FAF Simple Auth B, JHEHE0 x-App-1d / X-Sign .

o Access Token: FiF HTTP Header X-App-Access-Token , XRZ M2M (FBFIEZR. BUSEIS %) ; RE App Secreto

 UAP_API_BASE MINEIERRANHIZE /api/vi ; UAP_WEB_BASE JURIMERIAIMIERIIFMAMSIE (AEES API BN A
https://api.hnyunzhu.com )o

3. IMEARER

MENSBEMRS MR, BER:

st RS AR
A. JSON Bod
%% (Sim Iey /simple/login « /simple/validate « /simple/exchange Body W& timestamp sign, F3 App_SECReT XfPR sign
= i @ a5 g
: » P = S LM HMAC-SHA256 (055 4 )
u

B. HTTP Header
Header: X-App-Id. X-Timestamp. X-Sign (EZFERFHNDZ

£ RS AR PoST /messages/ 4 5 timest % 40
s app_id = timestamp , .
(EREESED) PP_ P i)

A R EES UAP SERBSHIED (i N o
. uthorization: Bearer <access_token>
POST /auth/login/json . BIEZIZEMZ) -

X-App-Access-Token: <APP_ACCESS_TOKEN> (EB RN Z1FR A

D. M2M i5ia] <k BFR#R. BSRS. £ERFH JWT Bearer, 5% 4555

4. £ H% (HMAC-SHA256)

TAREPIESEIM—5: SHERK ASCI AFHT, HHEN keyl-valuelg@key2-value2 (FE sign), BXIHHEZERM HMAC-SHA256, Z5AN
UTF-8 48h9RY APP_SECRET , &R N/NE +7Xi#HIFZTE,

BEIEE: timestamp J9 Unix FVREEEN; RRSSIHMETIEMRERL 300 A E,

4.1 Simple Auth (JSON Body)

BE5ERRIENIER JSON FER sign WUIMIFAER (None E—REHR, SERNER—H); NEELEFRENFE. SEOUTX B5E8E0F
Bl M

Python Rfl:



import hmac
import hashlib

def sign_simple_auth(secret: str, params: dict) -> str:
data = {k: v for k, v in params.items() if k != "sign" and v is not None}
query_string = "&".join(f"{k}={data[k]}" for k in sorted(data.keys()))
return hmac.new(
secret.encode("utf-8"),
query_string.encode("utf-8"),
hashlib.sha256,
) .hexdigest()

4.2 H23EO (Header £8)

(HFRER: app_id (B) x-App-1d BYfE). timestamp (B] x-Tinestanp B9FFFRME, 5 Header —). PHESN:
app_id=<APP_ID>&timestamp=<TIMESTAMP>

SR HMAC-SHA256, ZERMN X-sign o

M8 Header BEFA (HLR):

o FERFRAR: app_id=app_demo_001&timestamp=1710000000
o X-Timestamp BVESFRBEHH timestamp TE—H (BEAHFHHHEIFREH, 10 "1710000000" ) .

X-App-Id: app_demo_001
X-Timestamp: 1710000000
X-Sign: 1a2b3c4d5e6f708192a3b4c5d6e718090alb2c3d4e5f678901234567890abed

5. BRMEXEN

5.1 poST /simple/login (ZBHEFE)

¢ Content-Type: application/json
o R KIBH app_id FAFEWSER (GREIAF JWT); 12 app_id BSABA SSO BR (GR[A] ticket )o NMAMBEIRM sign /
timestamp , —EJEIHI, BRZHESRUEE HWERSIHABNBESTER)

ERIEFE

FE 35} WiE HiEA
app_id string | null S TR FEES; BH#: NA SSO, R[E ticket
identifier string = FPIRR: FHS. MET mapped_key FIRGTHIFEE (FEBERNEFHNSERK)
password string 2 BRE
remember_me boolean e BRIA false ; 79 true BY JWT BRHIIER (RESEREN
timestamp int % 5 sign FERIRERENEE, RENS585F
sign string 1 HMAC-SHA256 753, B SSO BF U

L"‘Z@ SSO EEFH%‘Z%E?, 55‘-:‘;%2839??&?9 app_id . identifier . password . timestamp (Z:/a\ r‘emember‘_me)o
uﬁ]F_“Z 200 . PasswordLoginResponse

FE ¥E fRIB HHER BieA

ticket string | null Rt app_id BEZRMIN IGBYERE, £ PoST /simple/validate fE£FH



FE xR AL IR BieA

access_token string | null FKRIBMH app_id BERMIN AP JWT
token_type string | null SEEBERMI EE/ bearer
role string | null EEERBI U0 SUPER_ADMIN . DEVELOPER . ORDINARY_USER

FZF8 SSO RILIBYERAYIR[E]: ( "ticket": "<ZiF#FH>" } (T access_token )o

FARASREIRA

A. FZF SSO (HEH, iE[E ticket)

POST https://api.hnyunzhu.com/api/vl/simple/login HTTP/1.1
Content-Type: application/json

"app_id": "app_demo_001",

"identifier": "13800138000",

"password": "UserPassword123",

"timestamp": 1710000000,

"sign": "la2b3c4d5e6f708192a3b4c5d6e7f8090alb2c3d4e5f678901234567890abcd”

sign E APP_SECRET FTIATHEZR (FE sign). app_id. identifier . password . timestamp o

MRz 200 ©

"ticket": "TICKET-7f8e9d0a-1234-5678-abcd-ef0123456789"

B. FEER (X app_id , iB[El JWT)

POST https://api.hnyunzhu.com/api/vl/simple/login HTTP/1.1
Content-Type: application/json

{
"identifier": "13800138000",
"password": "UserPassword123",
"remember_me": false

}

FRZ 200 :

"access_token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJzdWIiOiIXxMjMOINO.xxx",
"token_type": "bearer",
"role": "ORDINARY_USER"

HIRTH (BHEHER, 401):

"detail": "EHLHFIR"



EREBIR HTTP IKEE detail (Hik)

REE BEX (FH)
400 BAREER. E8X% (AN
401 FIDEIR
404 BAPREE. RAREE

5.2 POST /simple/sms-login (FRISISIERDER)

e Content-Type: application/json
o RBA: BiB5 5.1 WHF—7 app_id REIFEE JWT; B app_id IR[A] ticket » BREANE; Hie sign DAEIHE timestamp » FSIHREERTEF
B2 (BENTETEE 403 ),

EREFE

FE ESid] Wik WiEA
mobile string = FNS
code string = 5RISI0IERD
remember_me boolean &= ZRIA false ; MFAZER JWT BXER
app_id string | null = Tl FAER; &fft: fA SSO, iR[E] ticket
timestamp int %4 5 sign RRITHIN
sign string ESES NA SSO EERAERN: 858 ZMFERMN app_id. mobile . code. timestamp

PRz 200

551 18R, 8 PasswordLoginResponse (ticket B access_token + token_type + role )o
R 5EE R

[ SSO GHER)

POST https://api.hnyunzhu.com/api/vl/simple/sms-login HTTP/1.1
Content-Type: application/json

"app_id": "app_demo_001",

"mobile": "13800138000",

"code": "123456",

"timestamp": 1710000000,

"sign": "2b3c4d5e6f708192a3b4c5d6e718090alb2c3d4e5f678901234567890abcde”

2582898 app_id. mobile . code. timestamp o

FRZ 200 :

"ticket": "TICKET-8a9b0@cld-2345-6789-bcde-f01234567890"

EREEER (T app_id)



{

"mobile": "13800138000",
"code": "123456",
"remember_me": false

}

MR 200 :

{

"access_token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9...",

"token_type": "bearer",
"role": "ORDINARY_USER"

-

K& BX (RH)
400 IDIERSSRIRH BT, BRERA
403 FEEERMERARE
404 BRAREE. MAKRKE

5.3 POST /simple/validate (ZEIEESE)

¢ Content-Type: application/json

o JNIE: XAER BFRBZARY app_secret X Body B (sign / timestamp #41H),

EREFER
FE £
ticket string =
app_id string <3
timestamp int =
sign string =

MR 200 : TicketvalidateResponse

EiRFMeT:
¥ s
valid bool
user_id int
mobile string
mapped_key string | null
mapped_email string | null

RIEXMXEHE:

valid

WA BieA

REE R exchange «
HERIBMRA ID (5RZMBEEM Secret —2)

sso-login ERENER

Unix #

SE5ZBHNFEN. ticket « app_id « timestamp

BieA
true
TRRFER
BFRFNS

ZAFP AR A THREIKS (TTRGETA nuil)
%A P LRI A T BIBRATERAE

5 WA

bool false



FE e iR

user_id . mobile TF — —f8%H null SKEBE (LLSCRR JSON Foif)

RAASREIRF

SE5ZZ00%: ticket . app_id . timestamp (& Sign)O

POST https://api.hnyunzhu.com/api/vl/simple/validate HTTP/1.1
Content-Type: application/json

"app_id": "app_demo_o001",

"ticket": "TICKET-7f8e9d@a-1234-5678-abcd-ef0123456789",

"timestamp": 1710000001,

"sign": "3c4d5e6f708192a3b4c5d6e7f8090alb2c3d4e5f678901234567890abcdef"

MRz 200 (FIH):

"valid": true,

"user_id": 1001,

"mobile": "13800138000",

"mapped_key": "ext_user_001",
"mapped_email": "zhangsan@example.com"

MR 200 (RBXHHEER):

"valid": false

HIRTH (BRHEIR, 400):

{
"detail": "& 4L LR
}
BREIR
by ) aX (wf)
400 ER2TH
404 R FAFRILE!

54 FEHARER (FREJWT, JE Simple EIEHIR)

POST /auth/login/json

e Content-Type: application/json

ERE:



FE xR WA

mobile string =
password string = =g
remember_me boolean &
app_id string | null =
MERZ 200 :

- s
access_token string
token_type string

BRHIR: se0 (FHSHERER. WPBEA). 403 (KPFHR)

FARASREIRS

POST /auth/login/json

POST https://api.hnyunzhu.com/api/v1l/auth/login/json HTTP/1.1
Content-Type: application/json

"mobile": "13800138000",
"password": "UserPassword123",

"remember_me": true

ARz 200 :

"access_token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9...",
"token_type": "bearer"

POST /auth/login (FRH)

POST https://api.hnyunzhu.com/api/v1l/auth/login HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=13800138000&password=UserPassword123

MEARZ 200 : 5 JSON ER4BE

$HIRTH (200):

"detail": "ToHL 5 o H i

(POST /auth/login REFERSMNS ER—, W_EXHTTP Rfl,)

WA

BRFENS (FAKS)

ZRIN false ; true BMERAEEKBEINHEL JWT
Ali%; BERFREREBEETEK

BiEA
RAF JWT

EES bearer



6. SSO tBxiEO
6.1 ML ZER (Redirect SSO)

3k JSON ##Q, SEWTF:

1. X%323IH18):  {uAP_WEB_BASE}/login?app_id=<APP_ID> 3 {UAP_WEB_BASE}/mobile/login?app_id=<APP_ID> o
2. AF7E UAP ERINE, MNEREETEEINARENEE URL, TESHIET ticket=<2=iE> o
3. NFEBRSERIVAR PosT /simple/validate (U1 5.3) A EEHEIISIE

BitE: [EHEMIEATRIERN A REDIRECT_URIS FRECE,

Ve ESPAR RS
RSB TAERET (1WHEA URL, T JSON Body):

https://api.hnyunzhu.com/login?app_id=app_demo_001

BREIE, NRENEIRZAERE (FH):
https://biz.example.com/oauth/callback?ticket=TICKET-7f8e9d0a-1234-5678-abcd-ef0123456789

W ERisEER 5.3 89 PosT /simple/validate HAFEE,

6.2 POST /simple/sso-login (API XEXBE¥s URL)

e Content-Type: application/json

o WEA: RENVERST ticket HITE redirect_url , ZFIHNSMEZ URL, BIRNBMTETE; SIMPLE_API NFIR[E] WML ticket=. .. ;

OIDC [ AR [EE U /EHIMR URL (X scheme + netloc ), ¥ TR,

ARk (TE—)

&30 &Rk / Body
=IEETC Authorization: Bearer </} access_token> ; Body {REBEIFNA app_id
ERER 7 Bearer; Body & app_id « username « password
ERFFE
FE 3] R BiEA
app_id string = 3 NBBHRRZA 1D
usernarme string %4 KRB Bearer FWA: FHS. MG key SHIRETHRFESE

password string %4 KRB Bearer BT 4H

MARZ 200 : SsoLoginResponse
FE xR WiEA
redirect_url string ~ SIMPLE_API: {¥/ redirect_uri}?ticket=<ZZ#> ; OIDC: [EJf URI fi#tfi/SHY scheme://host[:port] (TCERR)
B REEIR
WD axX (xfH)
400 RIFARILE. REEEZER URL. AFRERA. hiFZESE

b



REL X (R
401 INIESRG

AR S5IE BT
SIERN (BRHEAR JWT)

POST https://api.hnyunzhu.com/api/vl/simple/sso-login HTTP/1.1
Content-Type: application/json
Authorization: Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9...

"app_id": "target_app_002"

MRz 200 (SIMPLE_API RZFB):

"redirect_url": "https://biz.example.com/callback?ticket=TICKET-aaaaaaaa-bbbb-cccc-dddd-eeeeeeceeceecee’

SEERX (RER)

POST https://api.hnyunzhu.com/api/vl/simple/sso-login HTTP/1.1
Content-Type: application/json

{
"app_id": "target_app_002",
"username": "13800138000",
"password": "UserPassword123"
}

MRz 200 : AL, A% ticket BY redirect_url o

6.3 POST /simple/exchange GERZFBRAF %E#BIRRA)

¢ Content-Type: application/json
o R (EFIRRIA APP_SECRET ; sign / timestamp #4IE,

AREFE

FE -3} WIE BiER
app_id string = TBRZA 1D
target_app_id string = BHREZF ID
user_mobile string = BT UAP INFHS (EET)
timestamp int = Unix
sign string = S5% % app_id. target_app_id. user_mobile . timestamp

MARZ 200 : TicketExchangeResponse

FE -] BiEA
ticket string BRI AREE



FE S 5188

BIRRAE redirect_uri HHE ?ticket=cticket> FI5EE URL (BHRECE AL URI, SLTIAAIEEENER &1,
IR RIEBCE IE)

redirect_url string

w IR
K& EX (TH)
400 TRTHK
404 TERZFR / BARRZ A / P RIRE

BATNAWE ticket &, FABARBIEIAY app_id + APP_SECRET JAFH POST /simple/validate o

FAASREIRS

S5 2098 app_id. target_app_id . user_mobile . timestamp (BRI Secret),

POST https://api.hnyunzhu.com/api/vl/simple/exchange HTTP/1.1
Content-Type: application/json

"app_id": "source_app_001",

"target_app_id": "target_app_002",

"user_mobile": "13800138000",

"timestamp": 1710000002,

"sign": "4d5e6f708192a3b4c5d6e7f8090alb2c3d4e5f678901234567890abcdefol”

MARZ 200 :

"ticket": "TICKET-bbbbcccc-dddd-eeee-ffff-000011112222",
"redirect_url": "https://target.example.com/callback?ticket=TICKET-bbbbcccc-dddd-eeee-ffff-000011112222"

6.4 GET /simple/sso/jump (EXIRER SSO BkF%)
BT EEHRREENE: ARREGE, EB7E UAP BRI L Ticket EEMEIRAEE,

TS
88 e} WIE BiEA
app_id string = BARRZA ID
redirect_to string = ERMNERALEIAMWST URL (& URL HEBEN)
MMRZ1T7 (3E JSON)
g HTTP UL

LHIREF UAP 307 /302 F RedirectResponse EFAXFERTR /login?redirect=<gi55% jump URL> (fKEHX/ANHIEEFR SHEERM)

HRgER 307 /302 F BEMAEIRA redirect_uris FEN URI, BB ES ticket « next (next /I redirect_to)
NAREE 404 detail i%RH

KRECEEIHE 400 detail iAB



FAASRERS

B3R URL ( redirect_to & URL 4gE3):

GET https://api.hnyunzhu.com/api/v1l/simple/sso/jump?app_id=app_demo_001&redirect_to=https%3A%2F%2Foa.example.com%2Fapprove%2F123

B&ERE: HTTP EEM (302/307), Location ZE{M:

https://biz.example.com/callback?ticket=TICKET-xxx&next=https%3A%2F%2Foa.example.com%2Fapprove%2F123
KERE: FEEAINERDL, Location AJREFM:

/login?redirect=https%3A%2F%2Fapi.hnyunzhu.com¥%2Fapi%2Fv1%2Fsimple%2Fsso%2Fjump%3Fapp_id%3D...

7. BPEO (M2Mm)

LATF4ZOEEA X-App-Access-Token: <APP_ACCESS_TOKEN> (SRSEIRFRSZIFHUN A JWT), F{EM Simple Auth BY Body &8,

7.1 #HFWSTHIE (B - BAP / #EREY)

MELE NEVSKSS5FERRSE] B, ERTEIRFRE:

1. ZEEMAR
VAR GeT /users/search (M 7.2), AFHS. URAFXBIAWINTFEEETEEEZARL, HIEFHREFH id (FEBFP ID). mobile. name
%0

o HEER: WATAEBEEWKS, RENRNALIFMET (mapped_key « mapped_email ZF)o
o BEREF: FEAETACBEAR,, BiMg. 25X EIE:
o £ UAP BXERSATHIE; =
o EREASBREETRLS, FAREIER rosT /users/ BIiE (FEEENR); =X
o EIZ{EF posT /apps/mapping/sync B UPSERT | HFHSTETFENEERN, AIER—IERPET name &, BT EHMERAPHEIMST
(W 7.3),
2. MuRHHAWSESHES
FEHAZEIIEIN mobile (MAERT name ) 555N mapped_key / mapped_email , JEFH POST /apps/mapping/sync .
o FRILHBRE: sync_action /9 upsert (BAIA), FESEARNEMUBIA THME;, EARFENFET FEHF, MEF new_user_created
A true,
o (REHBREY: MEFEAFEX uPSERT , FIEHT mapped_key « mapped_email « is_active &; AANEIZIEZEOBREFTERFHNER. FHNS
FEMHMR (5EOKRKR—0.
o FRBRBRES: sync_action J9 pELeTe ({XMIBRES, FBIFEEF).
3. =MW (7T3E)
FEMBNEITEAFEMESN, £ GET /apps/mapping/users (U1 7.4),

7.2 GET /users/search (FAPZif)
o HEA: RAFIIEZREEE. KRB TEEEF, BTEHMRSEFRIAANE, ZiF MAIFRSE AP JWT,

o BRIR: GET /users/search
e JAIME: X-App-Access-Token: <APP_ACCESS TOKEN> ; 3 Authorization: Bearer <JH/7 JWT>

EFiBH
88 i) WIE  EAME i5ER
q sting & — XEEF;, WFENS. MR, BEXREMCER (ilike ). MERBREI—HIFHEAF (F limit [RH)
limit int S 20 =AIREIFEL



WHEA: EERAR JWT R, SRPSHIREMERBREA; €8 HASE BTItHRR.

MAMZ 200

iz[E] JSON B4, TEAFERFANER, TEFRUWT:

FE 33 WiEA
id int FERAF ID (ARTAEERE receiver_id )
mobile string FNS
name string | null %37
english_name string | null KX HE
status string U0 ACTIVE
role string | null pzRs)
created_at string BlIFEATE] 1SO8601
updated_at string FHfAYIE) 1SO8601
is_deleted int = EMBRTIE
H A 53R Bl

GET https://api.hnyunzhu.com/api/v1l/users/search?q=13800138000&1limit=20 HTTP/1.1
X-App-Access-Token: pA9s8d7f6g5h4j3k211mOn908p7q6r5s4t3u2viwe

MARZ 200 3:ffl:

{
"id": 1001,
"mobile": "13800138000",
"name": "gk=",
"english_name": "zhangsan",

"status": "ACTIVE",

"role": "ORDINARY_USER",
"created_at": "2025-01-10T08:00:00",
"updated_at": "2025-06-01T12:00:00",
"is_deleted": ©

7.3 POST /apps/mapping/sync
¢ Content-Type: application/json
iﬁ*ﬁ?fﬁ UserSyncRequest
FEB ¥E Wi gLz
FEAMEFNS, EN ~1[3-91\d{9}s (5FEKRE—)

UPSERT B4 (FF=iR); ERFERFNAEE EONSRZEEMES; DELETE
AIRKEIERIZE (Ll sync_action )

BEFRT M2M; EXZHTARANER

i

mobile string

name string | null 14

iy

english_name string | null



FE -] Wik Ll

password string | null £ BEALM (BR)

status string [ null | & BESTM

mapped_key string = SNERRZEAF ID, KE 1~100

mapped_email string | null = SMEBRBFS
boolean

is_active | | = MANEDRBA; null REMELR
nu

sync_action string | null & upseERT (2RIA) X DELETE

I 200 : MappingResponse

26 xm 99

id int BRI ID

app_id int N FREBEER (B0

user_id int F&REFID

mapped_key string | null ENSES

mapped_email string | null BRET RS

user_mobile string BRFINS

user_status string BRg—REER

is_active bool ISt EEE; DELETE [ERIEEA false

new_user_created bool BRERFETFEERF

generated_password string | null EFERAMBPERT WAL, AEER(E

B IEHIR
K& aX (%)
400 SHEAEE. SUSHNAR (NESMS. ZIHEKRFER)
403 Token T

WE A 53R Bl
UPSERT
POST https://api.hnyunzhu.com/api/v1l/apps/mapping/sync HTTP/1.1

Content-Type: application/json
X-App-Access-Token: pA9s8d7f6g5h4j3k211mOn908p7q6r5s4t3u2viwe

{
"mobile": "13800138000",
"name": "FK=",
"mapped_key": "ext_user_1le01",
"mapped_email": "zhangsan@partner.com",
"is_active": true,
"sync_action": "UPSERT"

}

MRz 200 :



"id": 5e1,

"app_id": 12,

"user_id": 1001,

"mapped_key": "ext_user_1001",
"mapped_email": "zhangsan@partner.com",
"user_mobile": "13800138000",
"user_status": "ACTIVE",

"is_active": true,
"new_user_created": true,

"generated_password": null

DELETE ({Xip&BRsT)

POST https://api.hnyunzhu.com/api/v1l/apps/mapping/sync HTTP/1.1
Content-Type: application/json
X-App-Access-Token: pA9s8d7f6g5h4j3k211mOn908p7q6r5s4t3u2vine

{
"mobile": "13800138000",
"mapped_key": "ext_user_1e01",
"sync_action": "DELETE"
}
MARZ 200 : Z514[E] MappingResponse , is_active AJREN false (ILFEER),
7.4 GET /apps/mapping/users
o JANE: X-App-Access-Token
EiSH
8% HE WIE
skip int = 0
limit int £ 100
MR 200 : UserSyncList
FE B
total int REFHHIRAF S
items array BRIk
items[] JCZ& UserSyncSimple :
FE ¥R
mobile string
name string | null
english_name string | null

BRIME

BieA

FHS
e

BiEA



FAASRERS

GET https://api.hnyunzhu.com/api/v1l/apps/mapping/users?skip=0&1limit=100 HTTP/1.1
X-App-Access-Token: pA9s8d7f6g5h4j3k211mOn908p7q6r5s4t3u2ving

ARz 200 :

{
"total": 1250,
"items": [
{
"mobile": "13800138000",
"name": "jk=",
"english_name": "zhangsan"
1
{
"mobile": "13900139000",
"name": "Z=PU",
"english_name": "lisi"
}
1
}

8. HE&EEO (N post /messages/)

AFH{URBEHMARSHERE. £/ Header &8 (553 WA B. % 4.2 T) KIX NotIFIcATION FYFRFHFZES

/70N «

1. BARAGEN (BE—aKE)
2.8 (AeERARER—%)

THERAFEFRAME (type: MEssAGE ) RAF JWT K&, MEALEXRE,

o BRIE: PosT /messages/
e Content-Type: application/json

8.1 ERk (MAER)

Header WiEA
Content-Type application/json
X-App-1d RAFHEID, 5 aep_10 —H
X-Timestamp Unix # (5% %&. Body FiZiE—)
X-Sign %t app_id=<X-App-Id>&timestamp=<X-Timestamp> B HMAC-SHA256 7l

content_type Hﬂfﬁiﬁﬂﬂ
5EHKRE—N, RENEFEFR (K5). RENEIA TEXT,

Hyfﬁ ‘§)‘( content Eﬂ(ﬁ?%ﬁ
TEXT @A EAl FRIB
I RIZEFE Object Key SEF S IBMZEIBINR; HiRfE5TE URL,
IMAGE Shay

BRSSImATREZ AN Key

VIDEO Eb7l Eills



mE

FILE

USER_NOTIFICATION

aX content EiINFEE
X =
AP SS/ERIBIIBH (ZIETIRPREITE, FHFERD JSON MR ; EWRMRSHEFFIKH JSON FRIBTFE,
TECE4Eg4) EPIHEX content f# JSON.parse fEAT

5 auto_sso BIXRFR: X auto_sso=true B EIEM target url« A app_id B, RE type 7 NOTIFICATION X content_type A
USER_NOTIFICATION , FEE=IZRE—HMNERL SSO jump FZZEY action_url (MTFSTRA)

EREN: EMASERA 1ex7; FE TEFEER. EXEAEWHFIHREENERES, AI2XF USER_NOTIFICATION F7E content H{ELEFI{LEK

*EO

8.2 AP RY@HM ( type: NOTIFICATION , JEI#%)

E—RIFWERE, BRATE—EE:

e receiver_id . ‘FEHAF ID (B%); ¢

e app_id + app_user_id . WAFRE ID + ZAFEERN ARSI RAYINIK S,

FE
type
title
content
content_type
receiver_id
app_id
app_user_id
action_url
action_text
target_url
auto_sso

sender_app_user_id

S5}
string
string
string | object
string
int
string
string
string | null
string | null
string | null
boolean

string | null

=
4

A

il

il

®om A
3

iy D 1, R 1 I 1 R S
T B

iyl

L
[ETE NOTIFICATION
Ill, BA 255 F
1IE3Z; content_type JJ USER_NOTIFICATION BYEI{Z3IF8, Ul 8.1 content_type HY{EiXEA
2RI TEXT ; BJ3E: TEXT. IMAGE . VIDEO. FILE. USER_NOTIFICATION (U 8.1)
5 app_id + app_user_id —ift—
5 app_user_id [ABYHINET A FARATIZURA
WS AR RS HAY ID
BHEMBE; & auto_sso A true AJEEHWF AT
Ei S DES
auto_sso=true BY{EJ9 SSO BAxm1, FATFER jump &%
2RI\ false ; J9 true BYAIAERY /api/vi/simple/sso/jump?... FZZUHY action_url

Bk, SRRRZAM TREAL RS, AFHEITET

ESE is_broadcast 7 false 222<f§; Tt receiver_id 14 (‘app_id + app_user_id )o

AR/ WRLTRG) (& app_user_id EREIZIIA, & SSO BEFE)



POST https://api.hnyunzhu.com/api/vl/messages/ HTTP/1.1

Content-Type: application/json

X-App-Id: app_demo_001

X-Timestamp: 1710000000

X-Sign: 1a2b3c4d5e6f708192a3b4c5d6e718090alb2c3d4e5f678901234567890abed

"app_id": "app_demo_001",

"app_user_id": "ext_user_1001",

"type": "NOTIFICATION",

"content_type": "TEXT",

"title": "HIALIREE",

"content": "M&H —KFFpEAL",

"auto_sso": true,

"target_url": "https://oa.example.com/approve/123",
"action_text": "ZKAbBE"

"id": 90001,
"sender_id": null,

"receiver_id": 1001,

"app_id": 12,

"app_name": "JH/RNAH",

"type": "NOTIFICATION",

"content_type": "TEXT",

"title": “EHALIEML",

"content": "M —&FEIpEAL",

"action_url": "/api/vl/simple/sso/jump?app_id=app_demo_001&redirect_to=https%3A%2F%2Foa.example.com%2Fapprove%2F123",
"action_text": "ZLAbEE",

"is_read": false,

"created_at": "2026-04-07T10:00:00",

"read_at": null

76 (BESBP IDIEEIEWA: receiver_id)

POST https://api.hnyunzhu.com/api/vl/messages/ HTTP/1.1
Content-Type: application/json

X-App-Id: app_demo_001

X-Timestamp: 1710000001

X-Sign: <% X-App-Id 55 X-Timestamp itH %4>

"type": "NOTIFICATION",
"content_type": "TEXT",
"title": "FHIKIEML",

"content": "MXHIITH DS AT,

"receiver_id": 1001

MRz (AEEe S E—REIMER, FREMIERENL (U0 receiver_id 79 1001 )0

#7765 ( content_type: USER_NOTIFICATION , 45 content + SSO)



POST https://api.hnyunzhu.com/api/vl/messages/ HTTP/1.1
Content-Type: application/json

X-App-Id: app_demo_001

X-Timestamp: 1710000002

X-Sign: <% X-App-Id 5 X-Timestamp il&HI%4>

{
"app_id": "app_demo_001",
"app_user_id": "ext_user_1001",
"type": "NOTIFICATION",
"content_type": "USER_NOTIFICATION",
"title": "EMRHIERE A",
"content": {
"applicant": "gK=",
"days": 3,
"reason": "fE{R"
1
"auto_sso": true,
"target_url": "https://oa.example.com/hr/leave/999",
"action_text": "ZEHfit"
}

MR 200 (753%): content 759 JSON FETFEH; content_type

79 USER_NOTIFICATION ; action_url TE auto_sso /I true BYEIFFRIERL jump &%,

{
"type": "NOTIFICATION",
"content_type": "USER_NOTIFICATION",
"title": "H{EREIERFH A",
"content": "{\"applicant\":\"7K=\",\"days\":3,\"reason\":\"4{H\"}",
"action_url": "/api/vl/simple/sso/jump?app_id=app_demo_001&redirect_to=..."
}

8.3 & (2RALEH)

XEZARNA; [T aRSEERAP S RE—FiE.

FE 3] DA
is_broadcast boolean =
type string =
title string =
content string | object =
content_type string &=
auto_sso boolean &=
target_url string | null &=
action_url string | null S
action_text string | null =

YR RNEE receiver_id . app_user_id ; | BB,

AR

WiEA
WA true
WAZRF] NOTIFICATION
Ly
EX
BAIA TEXT 5 EIE(ED 8.1 (USER_NOTIFICATION )
BEITBRFEHEREM SSO £
5 auto_sso BCE&TEF
BEXBE (RE SSO i)
EiistibES



POST https://api.hnyunzhu.com/api/vl/messages/ HTTP/1.1
Content-Type: application/json

X-App-Id: app_demo_001

X-Timestamp: 1710000003

X-Sign: 5e6f708192a3b4c5d6e718090alb2c3d4e5f678901234567890abcdef0123

"is_broadcast": true,

"type": "NOTIFICATION",
"content_type": "TEXT",

"title": "RG4EH",

"content": "4 22:00-24:00 i

PR 200 : JR[C] MessageResponse , 5 ALAHAFEOIE @R

PHE—FIERWE (BFHHEHEE

#E, 1 id. receiver_id FAME, EFETEXAFNIRE] 400 , detail A HEREFKIEHGEEREF 1o

"id": 90010,

"sender_id": null,

"receiver_id": 1001,

"app_id": 12,

"app_name": "JWH/RMA",

"type": "NOTIFICATION",
"content_type": "TEXT",

"title": "RG4EG",

"content": "4 22:00-24:00 4if",
"action_url": null,

"action_text": null,

"is_read": false,

"created_at": "2026-04-07T710:00:00",
"read_at": null

8.4 FEINME[. MessageResponse (A&IXIFCTEE)

+
__ﬁ%én

WKEIR) ; HRAFINEEEN

FE et} WiEA
id int JHE ID
sender_id int | null RIEFAF ID; MARSBHAEEAN null
receiver_id int #EWHREF ID
app_id int | null MASIEEER (B
app_name string | null N ARZR
type string AR T /I NoTIFICATION (F&EHFEEMIEE, I OpenAPI)
content_type string NZAZEA): TEXT. IMAGE . VIDEO . FILE . USER_NOTIFICATION
title string Rl
content string EX
action_url string | null BriREEE (RABEHAIBETETE)
action_text string | null i ES

is_read bool BEEiE



FE -5 BieA

created_at datetime BlEERY(E) 1SO8601
read_at datetime | null B I%BY[8]

IBEIRG (200 ok , BERGHEHN, 5 ECKERFIFE) :

"id": 90001,

"sender_id": null,

"receiver_id": 1001,

"app_id": 12,

"app_name": "JH/RMHI",

"type": "NOTIFICATION",
"content_type": "TEXT",

"title": “HiflLiREE",

"content": "M —KFEIpEAL",
"action_url": "/api/vl/simple/sso/jump?app_id=app_demo_001&redirect_to=https%3A%2F%2Foa.example.com%2Fapprove%2F123",
"action_text": "ZAbEE",

"is_read": false,

"created_at": "2026-04-07T710:00:00",

"read_at": null

(I BRI EEMIMERE], BE receiver_id AARIEAN TRFIREL HIABZKEEMMAAF ID; action_url « app_id HAEPRIMRI A, )

9. A SRERIE

o 3ZH3F API XX#Y4: https://api.hnyunzhu.com/api/vi/docs (Swagger).
o BANSL LEEFR—, LISERR OpenAPl S5&MOR[E .,

10. R2ER (HE)

1. App_SECRET {XEETERRZSR; E(IS Secret MIER RSTEN 2R EM.
2. X9 UAP_API_BASE 5 UAP_WEB_BASE o

3. APP_ACCESS_TOKEN 5 JWT [E#E FEURER,

4. SSO 5 Ticket 2S5 &R HTTPS 5& AR,

XA : 55 FICEER Schemal/BEH—2AT, APl BI%EA /api/vi o



